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Context and/or Aims 
 
The College Student eSafety Policy complies with the following policies and 
legislation: 
 

 Defamation Act 1966 

 Disability Discrimination Act (1995) 

 The Data Protection Act (1998)  

 The Freedom of Information Act (2000) 
 
Policy Statement 
 
Loughborough College provides safe access to the internet and digital technology to 
help students learn and achieve. This eSafety Policy encompasses student’s use of 
internet and electronic communications, both on computers and on mobile devices. It 
highlights the need to educate students and young people about the benefits and 
risks of using new technology and provides safeguards and awareness for users to 
enable them to control their online experiences. The College’s eSafety policy will 
operate in conjunction with other policies including those for Student Behaviour, 
Safeguarding, Bullying, Curriculum, Data Protection Monitoring and Security. 
 

Students have access to the internet, and email on computers and a variety of mobile 
devices available to use in the College for research and education purposes, and 
Loughborough College welcomes this as a means for improving the IT skills of users. 
Students may also access the college wireless network on their mobile devices in 
order to access the internet. The college does not allow students to access social 
networking sites on college computers unless by specific approval from the tutor for 
educational and research purposes. 
 
Internet filtering systems are in place to monitor and safeguard students from 
accessing inappropriate sites; this software is regularly reviewed and monitored to 
ensure that the filtering is appropriate and suitable for the age ranges of the students 
using the system. Students who accidently access inappropriate or explicit material 
should immediately report this to their tutor. 
 
Students will be taught how to protect themselves online, by tutorials and guidance, 
and we believe that staying safe in the digital world is as important as staying safe in 
the real world. 
 

 
 
 
 
 

http://www.opsi.gov.uk/acts/acts1996/ukpga_19960031_en_1
http://www.opsi.gov.uk/acts/acts1995/ukpga_19950050_en_1
http://www.opsi.gov.uk/acts/acts1998/ukpga_19980029_en_1
http://www.opsi.gov.uk/acts/acts2000/ukpga_20000036_en_1
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Requirements for Implementation 
 
Internet  
 

 Students should not attempt to access or upload on the Internet, information 
that is obscene, sexually explicit, racist, defamatory, incites or depicts 
violence, or describes techniques for criminal or terrorist acts. 

 Students must not attempt to deliberately re-route their connection to avoid 
the College proxy server, or falsify usage logs in order to escape detection. 

 
Social Networking 
 

 Students should be advised on security and encouraged to set passwords, 
deny access to unknown individuals and how to block unwanted 
communications when using social networking sites. 

 Students should be encouraged to ensure that virtual communications areas 
are open only to known friends. 

 Students should be encouraged to report any instances of online bullying to 
their tutor or Learning Coach. Any student found guilty of using online 
systems for bullying or harassment of other students will be subject to the 
college disciplinary procedure. 

 Students should be reminded that individuals that they meet online may not 
be trustworthy. People are not always what they first might appear. 

 Adults who go online to chat to young people and arrange to meet in order to 
have sex are breaking the law. Student will be encouraged to report any 
instance of online activity that makes them feel uncomfortable to their tutor, 
Learning Coach or the Safeguarding Team. 

 Students should be aware of the effects of online activities which includes 
illegally downloading media, as well as bullying others. They are not 
anonymous online and activity will be monitored both inside and outside the 
college. 

Email  
 

 Downloading and passing on copyright information, or material, which may be 
considered to incite hatred which will be treated by the college as gross 
misconduct. Be aware that such material which may be contained in jokes 
sent by email can be considered to be harassment. Any person receiving 
such email should report it to their tutor. 

 Users must not knowingly send or receive information that will bring the 
College into disrepute. 

 Information sent by email may become subject to the Data Protection Act, 
and this must be complied with where appropriate. 
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 Students should not reveal personal details of themselves or others in e-mail 
communication, or arrange to meet anyone without specific permission. 

 
Mobile Devices 

 Students should report any instances of unwanted or distressing text 
messages to a tutor, Learning Coach or to the College Safeguarding Team. 
The college will work with the student in reporting to the Police if necessary. 

 Students should never forward explicit or embarrassing texts or images if they 
receive them, as it is illegal to send explicit images to other young people. 

 Students should consider before sending images or information about other 
people. Never give out anyone else’s number or take a photo of them without 
their agreement 

 Students who are uncomfortable about any pictures or messages that have 
been sent to them will be encouraged to keep a record of them as they could 
be used as evidence. Their network operator may be able to help against 
nuisance calls. Students can also speak to their tutor, Learning Coach or the 
Safeguarding Team. 

 Students should be advised never to give their mobile number to people they 
don’t know, and to keep their security number or PIN private. Mobile devices 
should be kept hidden when out in the street. 

 

Breach of these rules is a serious disciplinary offence, and may result in the 
college taking legal action against the offender.  
 
Publishing student’s images and work  

The College Media Bank server is used to store all multimedia files for safekeeping. 
Specific images are stored for use in promotional material, but this area is kept 
separate from student and staff images which are retained for IV, Assessment, 
Verification and other educational purposes. Student Graduation and Presentation 
photographs are published on Media Bank and are accessible for students using 
their college user name and password. 

 Students are asked for their consent to allow photographs and videos that 
may be taken of them to be used for college promotional purposes for 
example in leaflets and online. This is recorded and is available to staff who 
need to ensure that images are not used without consent. 

 If students do not wish to have their photographs taken at a Graduation or 
Presentation, or any other college event, they should be clearly advised of 
this, and can make this clear to the college photographer. 

 Students’ full names will not be used anywhere on college web sites 

 Work can only be published with the written permission of the student.  
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Handling eSafety Complaints 

 Complaints of Internet misuse will be dealt with by the Digital 
Communications Manager 

 Complaints concerning safeguarding and child protection issues will be dealt 
with according to the College Safeguarding Policy. 

 Students and parents will be informed of the complaints procedure. 

 Discussions will be held with the Police Youth Crime Reduction Officer to 
establish procedures for handling potentially illegal issues. 

 
Potential impact on Equal Opportunities 
An Equality Initial Screening/Impact Assessment has been conducted on 12 
September 2012 by the College Equality and Diversity Coordinator, and necessary 
amendments made to the policy. 
 
Risk Assessments for Computer users can be undertaken by the Health and Safety 
Officer, and any recommendations from the report will be actioned by the IT Support 
Team. 
 
Related Documents 

 College Safeguarding Policy 

 Computer Acceptable Use Policy 
 

http://docs.loucoll.ac.uk/Publication%20Scheme/5.%20Our%20policies%20and%20procedures/Safeguarding%20Policy.pdf

